Australian Government

Australian Customs Service

Adding a New User

Users with the role of signing authority or administrator have the ability to add new users. The
person who self registers the company is given the role of signing authority by default.

To add a new user, you will first need the public signing key of that user. Ensure that you have
this before commencing.

1. Access the following URL https://www.ccf.customs.gov.au
The 'Customs Interactive' screen displays.
Click on the Login from the Menu bar on the left of the screen.
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Customs Interactive
Waloome to the Australian Customs Service Interactive Facility

This Facility provides the ability for authorised users to access & range of Customs Business
Applications.

In order to access Customs Interactive, users must first register for use with a Customs. endorsed
digital certificate. For details on how to obtain a Customs endorsed digital certificate and
Infarmation on the registration process, click bere to stcess help or wse the "Help” option from the
mani on thie [aft.

IF you already have a digital certificate and are ready to register with Customs Interactive, click hara
to go fo the Begistration faclllbe or use the "Reglstration” option from the menu on the left

IF you are already registered and wish to loging click here to yse viur digitsl cerfificate to login to
Customs Interactive or use the "Login” aptlon frorm the merw on the left

Customs Interactive requires the use of Intermet Explorer 5.5 (Service Padk 2) or above and is best
viewad with a screen resolution of 1024 x 768
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2. In the resulting screen, click on the Login button.
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CUSTOMS Customs Interactive Login
To login to Customs Interactive you will use your digital signature certificate, Click on help to find
out more about the reguiremsnts
IF you are logging In to Customs Interactive for tha first time a digital signing program will be
downloaded o your workstation. Subsequent accesses wlill use this program to digitally sign
transactions with your signature and append your digltal certificate, Click on help to find out maore
soul this process
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The 'CSI Signing terms and Conditions Confirmation' dialogue box displays.
3. Click Sign to accept the terms & conditions and continue with the login. (i.e. Sign this
transaction)
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The 'Password required to sign for authentication' dialogue box will display.



4. Enter your password and click OK.
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The 'Customs Interactive Menu' screen displays.

5. Click on User/Certificate Maintenance hyperlink to enable user to add a new certificate.
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The 'User/Certificate Maintenance' screen displays.

5. Click Login to User/Certificate Maintenance button.
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EL%SHIMS User / Certificate Maintenance

You must [ogin bo User / Certificate Maintenance with a digital certificate to perform any user or
certificate maintenance

The digital certificate to be used for logaing Into User / Certificate Maintenance must be the
came digital certificate that was used to login to Customs Interactive

Login 1o Uger Canmficas Mantansnce |
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The CSI Signing terms and Conditions Confirmation window displays.

7. Click Sign to accept the terms & conditions and continue with the login. (i.e. Sign this
transaction)

Nisner ; Certiivain Phamtnisnnce - Micrassl) interiet Sagloie =& =i

EUS}'QMS User / Certificate Maintenance

You must login to User / Certificate Maintenance with a digital certificate to perform any user or
certificate maintenance,
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The 'Password required to sign for authentication' dialogue box will display.

8. Enter your password and click OK.
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CUSTOMS User / Certificate Maintenance
Youl must fogin to User/ Cartificate Maintenancs with 2 digital certificate to perform any user or certificate
malntenance
The certificak be used for g in User J Certificate Maintenancs must be the same digital
certi hat was to hgin to s [nteractive
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The User/Certificate Maintenance screen displays.
9. Click on the 'Client Name' or 'Number' hyperlink (GangesGames in the below screenshot).
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CUSTOMS User / Certificate Maintenance

Click on the organisation name to view detalls of the organisation

To view user detalls, expand the user list by clicking on the "+' sign next o the organisation
nama

Eafresh LISt
{[tmor name saaich ﬂ J Plegse walt whila ths list loads

Whan the list has loaded, select an item from the laft



The Add new user command button displays.

10. Click on Add new user button to add a certificate for selected user.

User / Certificate Maintenance

Cllck on the organisation name to view details of the organisation

To view user detalls, sxpand the user list by clidking on the "+ sign next to tha organisation
riarme,

Refresh List

LIged fealts sEarth .Eld J

Cllent name [GangesGames

AEN

Date Liser Agreement for the CCF
sigried

Signing Authority [Elsie.Etest =l

|TI'\-u Des 16 00:00: 00 EST 2004

To changs the contact to recelve Liser Agreaemant for the COF
updates, se £t appropriate person from the "Signing Authority'
drop dowr box and click 'Save changes'

Save changss

Click on 'add new user' to add a certificate for an unregisterad user

Sl e user

You will be prompted to locate the user's public signing key.

11. To do this, click on the Browse button.

A uiser | Certificate Maintenance - Microsoft Inbernet Explores =|0f=

User / Certificate Maintenance

Click an the organisation name to view detalls of the organisation
To view user detalls, expand the user list by clicking on the *+' slgn next to the organisation
rHame
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12. Navigate to the directory containing the certificate file to be registered. Select the digital
certificate you want to add. It should be the signing public key which has a file extension of .cer.
The file named GaryGtest_signing_public.cer would be the certificate to be added.

Double click on this certificate, and it will be populated in the above screen in the Path field.

Click Enter (in the above screen).
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The New Certificate details screen displays.
The User / Certificate Maintenance screen updates

13. Click on the Proceed button.
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User / Certificate Maintenance

Click on the organisation name to view details of the organisation
To view user details, expand the user list by clicking on the "+* slan next to the organisation
name
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[Jeername search _G_nl A
— = New certificate details
B SangesGames
% Elsle.Etest Ch=Acma Trust CA, DlUwTrust Services, Cl=Acma

S - e Ay L
Issuer Corporation Limited, C=aL

SubjectDN CN=Gary.Gtest, OU=5R Testing,
Servial number 50210604
AR il

Certilicate typa Type 2
Registration dabe Thu Dec 16 15:01:52 EST 2004

Email address Gary, Gresticustoms. gov. au
Valid from Frl Jul 02 15 EST 2004
Valic to Sat Jul 09 15:52:09 EST 2005

This certificate will be sble to login to Customs Interact|ive and
transact with Customs onca It s registered

Back Procesd

A screen informs that the new user will receive an email notifying them of login access.

14. To update the screen to display the newly created user, click on the refresh hyperlink.

' CUSTOMS

intenan osalt inbernet Explorer

User / Certificate Maintenance

Click on the organisation name to view details of the organisation
To view user details, expand the user list by clicking on the "+* slan next to the organization
name

Add new user

12 GangesGamag
# Elsle.Etest You have added a rew user
A email will be sent to Gary.Gtest at this emall address

s, gov. aul within approsimatealy 1 hour nobifying of

Gary. Gtestddey
login access

Return to User / Cartificate Maintenance |

15. Click on Return to User/Certificate Maintenance to add new users. Alternatively, click on
'‘Customs Interactive' from the side menu to return to Customs interactive.



